Abstract-A receiver measurement technique has been demonstrated to assess the instantaneous sensitivity of a security system's radio frequency (RF) receiver. Application of this measurement technique to a security systems wireless link can be used as warning to a system attack, identification of an interference source(s), changes in propagation conditions, or equipment failure.
INTRODUCTION
A security receiver's instantaneous sensitivity can be determined by performing a radio frequency (RF) measurement technique that results in the demodulation of a specified quality of audio. The initial baseline measurement would take place once the receiver has been configured for optimal performance and is in its final configuration state.
The baseline measurement characterizes the highest obtainable sensitivity of the security receiver as it is configured in its final state. Changes to the electrical layout of the equipment, transmission line, antenna, or electromagnetic interference (EMI) sources, would require a new baseline measurement. EMI can be coupled into the receiver via a radiated path or direct conduction. In order to achieve a robust baseline measurement, the security receiver must be tested in a quite RF environment. All other electronic equipment in the vicinity of the security receiver would be powered off to eliminate possible sources of EMI. EMI could couple its energy into the security receiver in the form of radiated energy and/or by direct conduction. The most likely area for radiated EMI energy to enter the receiver is through the antenna and transmission line attached to the front end of the receiver. From here, the majority of this energy outside of the passband of the receiver should be attenuated, provided that the security receiver has a good front end filtering. EMI, which is within the passband of the receiver, will be coupled into the receiver with little insertion loss. EMI may also be directly conducted into the receiver; an example of this would be through the power line connections of the receiver.
A quality value for the demodulated audio signal is specified, in which the minimum amount of transmit power from a controlled set-up is discovered so that the audio quality specification is satisfied on the security receiver under normal conditions. Once a baseline measurement has been made with this measurement technique, the receivers' sensitivity in reference to the baseline can be determined by repeating the measurement. A threshold value for the amount of allowable degradation can be specified. If the degradation measurement is within the allowable range of degradation, no warning is relayed to the security operators. When the degradation measurement results in a value that exceeds the threshold value, notification to the security operator would occur. The method used to evaluate the receiver does not expose the security systems RF data format during the measurement. This technique can be used to alert security operators that the RF receivers' performance has been compromised, at which point an alternative communications method can be employed as a back-up system and/or security patrols could be dispatched to determine the source of interference.
The source of interference could be an adversaries own communications equipment, an intentional or unintentional jamming signal, or simply a hardware failure.
The purposed measurement technique applied to a security receiver application allows the security system to be tested without providing the data protocol used by the security system to the adversary.
AUDIO QUALITY MEASUREMENT
The SINAD measurement provides a way to apply a quantitative measure to the quality of the security receiver's audio signal. The measurement is used to determine the minimum amount of RF signal required to produce the specified SINAD level. This measurement is a common reference used to measure a communication receiver's sensitivity, as it provides a better measure of the receiver's capability to reproduce the modulation of the carrier frequency correctly over other common measurements for receiver sensitivity [1] . SINAD is typically used in analog system which employ frequency modulated (FM) receivers, but it also is usable in amplitude modulation (AM) and single-sided band (SSB) receivers. This measurement may also be applied to digital receivers, as long as the audio codec used in the receiver can reproduce the audio tone correctly.
For land mobile radio applications, it is generally accepted that a SINAD level of 12 dB is used. At this level, all pertinent components which contribute to the sensitivity of the receiver are being utilized. With a SINAD level of 12 dB, voice communications are typically still intelligible, and represent an audio signal which contains 25 percent distortion. For broadcast quality receivers, a higher level of SINAD is used, typically 23 dB for mono and 26 dB for stereo. Under ideal conditions, SINAD can exceed 40 dB.
Equation 1 defines SINAD expressed in dB where S 0 , S 1 , and S 2 are the power levels of the audio, noise, and distortion signals respectively. These are true power measurements which facilitate the dissimilar waveforms (e.g., the random noise signals, sine wave, and the harmonics of the sine wave).
From Equation 1, it can be seen that a numerically higher value of SINAD correlates to an improvement in audio quality. SINAD is the power ratio of the total signal level to that of the unwanted signal level. When the desired signal is much greater than that of the noise, the SINAD measurement gives a close approximation to the received signal-to-noise ratio (SNR).
The known audio signal is typically chosen for convenience as a 1 kHz sine wave. This frequency is contained in the ultra low frequency band between 300 and 3000 Hz, which is often referred to as the human voice band. Telephony in the general, has generally allocated 300 to 3400 Hz as the usable voice spectrum in communications. The fundamental frequency range in voiced speech sounds is approximately between 340 and 1000 Hz [2] .
The audio signal is generated at the emitter site where it is used to modulate the carrier frequency of the transmitter. The carrier frequency and modulation scheme of the emitter is such that it can be properly demodulated at the security receiver. After demodulation, the baseband signal at the receiver contains two additional components, noise and distortion which are the results of the non-ideal RF channel and receiver. The decoded audio is passed through a bandpass filter to limit the amount of noise power passed to the audio meters. There are two commonly used filter standards for this, the C-MESSAGE filter and the CCITT P53 filter which is recommended by the International Telecommunication Union (ITU). The power level of the composite audio signal at the receiver is given in Equation 2 as (2) For the SINAD measurement, the power level of the audio signal with and without the original audio signal is needed. The second audio filter is used to remove the original audio signal, this is a band-stop or notch filter centered at the known audio frequency (AF) used. While there does not exist a standard filter for removal of the audio signal, ITU-T Recommendation O.132 provides a filter specification for distortion measurements on audio signals in telecommunications. This filter provides a minimum attenuation of 50 dB across a 25 MHz bandwidth centered at 1.0125 kHz. This filter must either be altered to be centered at the 1 kHz tone frequency or the known audio tone should be adjusted accordingly. Following the removal of the known audio tone with the notch filter, the power level from the audio noise and distortion is given in Equation 3.
(3)
Now that the power levels of the composite, P comp , and filtered audio signals, P filt , have been obtained, the SINAD value in dB can be determined as shown in Equation 4.
(4) Figure 1 , shows a typically receiver set-up in which the RF signal is bandpass filtered, amplified, and then down converted to it intermediate frequency (IF) . From here the IF signal is bandpass filtered and amplified for the demodulator. The demodulator then regenerates the audio baseband signal, the 1 kHz audio tone plus noise and distortion products. This is then amplified and an audio transformer is used to provide the audio signal for filtering and power measurements. The first audio filter is the bandpass filter which centers the bandwidth of the audio signal that is being measured on the 1 kHz tone. A power measurement of the audio signal is performed at this point which contains the audio tone, noise, and distortion signals. A second AF filter, a notch filter, is used to remove the 1 kHz tone while passing the noise and harmonic products to the second power meter. Here the power measurement is made of the audio signal without the 1 kHz present. In order to establish and provide an instantaneous measure of the security systems receiver performance, additional hardware components are required to employ this technique. For the sensor which is transmitting RF energy to the receiver, an RF switch needs be installed between the sensor and the antenna. This 3-port device allows the insertion of the emitter device into the system. The switch is used to take the security systems RF emissions offline and enable the test emitter to radiate through the same antenna that is used by the security system. In addition to the RF switch at the transmitter side of the security system, another 3-Port switch is required at the security receiver if analog audio is not directly available by the receiver. The method proposed here does not require any additional antennas to the RF security system. By utilizing the security systems antennas, the exact RF path(s) are maintained for the measurements.
Fig. 2. System Overview
The emitter is an RF transmitter tuned to the same frequency in which the security system uses. The gain of the transmitter is adjusted to the appropriate level by the controller. The RF emitter also contains the sine wave generator for the audio signal, which is used as the modulation tone. The emitter adjusts the deviation or the modulation depth for FM or AM respectively, of the modulation tone to the applicable level expected at the receiver. The connection between the controller and RF emitter could be a wireless connection in order to keep the overall system from having any hardwired connections between the sensor and the receiver.
ESTABLISHING THE BASELINE FOR RECEIVER PERFORMANCE
The baseline measurement represents the figure of merit for the security receiver when it is operating under normal or ideal conditions. To establish the baseline reading, it is vital that the entire electronics systems associated with and nearby the security system be in its normal operation state. Once a baseline measurement has been established, it is important to maintain the same system configuration. If new electronics or equipment capable of generating EMI is moved into the vicinity of the security system, then the baseline measurement must be re-established. The baseline number is the amount of RF Emitter power, usually measured in dBm, which is required to achieve the specified SINAD value.
INSTANTANEOUS MEASUREMENT OF RECEIVER PERFORMANCE
In order to determine the instantaneous sensitivity of the security receiver, the same measurement technique as performed for the baseline measurement is repeated. The required amount of RF power from the emitter is recorded to achieve the same SINAD value as specified for the baseline measurement. Next, the current required emitter power is compared to that of the baseline. An increase in the required emitter power over that of the baseline represents receiver degradation. A threshold for the amount of receiver degradation can be established to where an alternative communications system is employed or an elevated situational awareness is raised if the threshold level is exceeded.
If the required amount of RF emitter power is 5 dB more than that of the baseline, then the security receiver is currently experiencing 5 dB of degradation. Due to the time variance of the noise measurements, some amount of averaging may be beneficial in measurements.
CONCLUSION
The measurement technique presented above provides a method to quantify the instantaneous amount of degradation being experienced by a security receiver. Based on this, the described measurement technique can be used to determine the current sensitivity of the security receiver. This information can be used to alert security operators of a potential threat or equipment malfunction. Most security receivers do not provide feedback to the operators when they are experiencing degradation to the system. In 1998, he joined Sandia National Laboratories where he currently is a Senior Member of the Technical Staff working in the Communications and Electrical Systems Technologies Department. Previous to this, he worked at Los Alamos National Laboratories in the high power microwave area. His current research interest lies in remote sensing of the earth's atmosphere for microwave propagation.
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